Privacy Policy

This policy was last updated on May 24, 2025
This privacy policy (“Privacy Policy”) constitutes
a legally binding agreement between you (“you”)
and the Ministry of Interior and Municipalities of
Lebanon (“we”, “us”, or “MolIM”), concerning
your access to and use of the Election Support
Chatbot (“the Chatbot™) on chatbot.moim.gov.lb.

This Privacy Policy has been established in
compliance with Lebanese Law No. 81/2018 on
Electronic Transactions and Personal Data. It
reflects our commitment to protecting users’
rights and privacy while using this service.

PURPOSE OF THE CHATBOT

The Chatbot is a public service tool developed to
provide voters with access to electoral FAQs,
polling station information, and general guidance.
It does not provide transactional services or
collect user data.

SCOPE

This Privacy Policy has been established in
compliance with applicable local laws, such as law
no. 81 dated October 10, 2018 relating to
“Electronic Transactions and Personal Data” (Law
no. 81). Data protection and privacy principles
enshrined in international best practices (such as
Convention 108+ and the European General Data
Protection Regulation) have also been considered
when drafting this Privacy Policy.

The Privacy Policy does not cover data through
which the identification of a natural person is not
possible, and which can be made available to the
public.

We are committed to privacy rights of the users and
visitors of the Site as mentioned in this Privacy
Policy. The purpose of this Privacy Policy is to
provide you with a trusted environment as you use
the Chatbot and to exhibit our commitment to
protecting your personal data.

The Privacy Policy is only applicable to the
Chatbot’s direct services and does not extend to
any other website or digital service that you may
access through our Chatbot (if any), each of which
may have their own privacy policies that differ
from this one. This Privacy Policy relates solely to
the online information collection and use practices
of this Site.
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We recognize that you may be concerned about the
information you provide us with, and how we
manage it. This Privacy Policy has been
established to address those concerns.

Please read this policy carefully so that you can
understand what our policy and procedures are
with regard to the processing of personal data.

WHAT DATA IS COLLECTED

The Chatbot stores and processes the content of
conversations exchanged with users. This may
include personal data if voluntarily shared. All
collected data is processed exclusively for
analytical purposes to improve the service and
inform future planning. It is not used for
identification, profiling, or tracking.

Additionally, it uses external tools that may
process certain anonymized technical data for
system functionality and usage analysis:

e OpenAl APIs process user input to
generate responses, without storing data
locally.

e Google Analytics is used to collect
aggregated, non-identifiable usage
statistics (e.g., browser type, session
duration, visit time).

Whenever you access the Chatbot we will
automatically collect and process the following
data solely for analytics purposes as set out below:

a. Internet Protocol access;

b. Device type and name;

c. Browser type and version;

d. Pages that are visited and time spent on the
portal;
Date and time of visit;
Device operating system and version; and
g. Telecommunication service provider.

—h @

The processing of logged chat content is carried out
solely for the purposes of analyzing user needs,
improving the quality and relevance of the
Chatbot’s responses. No profiling, targeting, or
user identification is conducted.
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RETENTION AND STORAGE OF DATA

The Chatbot stores chat content for analytical
purposes. The data collected through the Chatbot is
hosted by OGERO. The equipment and main
server are placed within the Ministry of
Telecommunications (MoT)-OGERO and
encrypted pursuant to high security measures.

Usage Data for internal analysis purposes will
generally be retained for up to 5 years, after which
the data shall be anonymized and only used for
statistical purposes, except when this data is used
to strengthen the security or to improve the
functionality of the Portal, or when a legal
obligation justifies retaining this data for a longer
period.

SECURITY

All  communications are encrypted during
transmission using industry-standard security
protocols. While we strive to ensure the
confidentiality and integrity of the system, no

platform is entirely immune to risk.

DISCLOSURE OF INFORMATION
As no personal data is collected or stored, no
information is shared with third parties.

OVERSIGHT AND INQUIRIES

The Chatbot operates under the oversight of the
Ministry of Interior and Municipalities. For
guestions about this Privacy Policy, you may
contact:

Ministry of Interior and Municipalities
Data Protection Officer

Sanayeh - Hamra

Email: admin@moim.gov.lb
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